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Foreword

In 1858, a public health crisis gripped the city of London. Succes-
sive cholera outbreaks spread by contaminated water were killing
thousands. The river Thames was so polluted that Parliament re-
fused to meet. As London’s population exploded, no one had in-
vested in the basic wastewater infrastructure necessary to manage
the consequences of cramming millions of people into one of the
world'’s first metropolises. After years of failing to safeguard access
to clean water, the government finally embarked on an unprece-
dented civil works project to retrofit the entire city with its first sew-
er system.

Cyberspace today resembles London in 1858. Just as water pro-
vides the foundation for human health, the Internet has become
the delivery platform and interface for nearly every aspect of our
economy and daily life. And like the cholera that thrived in the pol-
luted waterways of London, malicious actors are exploiting our so-
ciety’s stubborn reluctance to invest in the security and resilience of
our technology. We built our digital society on a shaky foundation,
entrusting our most critical data and activities to systems and tools
that were not originally designed with security as a core objective.
The revolutionary openness of the Internet was world-altering, but
today that very same openness increasingly is used as the vector to
undermine its success. And we have yet to invest in the infrastruc-
ture, practices, and institutions necessary to protect digital technol-

ogy.

We consistently underestimate how bad actors might weaponize
our technology against us and cause real harm. During the COVID-
19 pandemic, we have seen nation-states target the intellectual
property of drug developers and criminal groups disrupt already-
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hospitals with ransomware. All manner of actors are spreading mis-
and disinformation about the sources of coronavirus, dangerous
and unconfirmed treatments, stay-at-home orders, the efficacy of
vaccines, and more.

Yet despite more than a decade of studies, warnings, and high-
profile incidents—including those that have already cost companies
like Merck, Maersk, and FedEx hundreds of millions of dollars—the
government’s investment in cybersecurity prevention and response
remains woefully inadequate. After the 9/11 attacks, there was no
mistaking that the U.S. government was wholly and totally commit-
ted to confronting terrorist organizations. It created a new cabinet
department (the Department of Homeland Security), and new fed-
eral leadership (the Office of Director of National Intelligence and
National Counterterrorism Center). It designated billions of dollars
of funding toward state and local preparedness. The entire federal
apparatus mounted a herculean effort to reorient budgets, pro-
cesses and priorities.

We see no similar mobilization toward securing the Internet and
our digital lives. Warnings of a "Cyber 9/11" have not supplied the
trigger. Neither have the untold billions of dollars in damages al-
ready caused by cybercrime, ransomware, intellectual property
theft, and espionage.

The cybersecurity community’s tendency to treat cybersecurity as a
problem to be solved has not been effective. Instead, we need to
convey cybersecurity as an inextricable element of the digital infra-
structure on which all society’s priorities depend. Cybersecurity is
modern life, and we cannot use cyberspace without it. It is critical
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» Foreword

to the way we work, the way we bank, the way we shop, the way we
drive. The unprecedented events of 2020 have underscored that
technology and security are now also central to the way we vote,
the way we deliver health care—even the way we spend time with
our loved ones amid a pandemic. With half of the American work-
force operating from home, billion-dollar corporations are running
on Zoom and Slack. Digital technology should be treated like water
--the most essential resource—and cybersecurity as the foundation
for making it work for every stakeholder community. As our digital
dependencies intensify, our way of life will not be possible without
better cybersecurity risk management. Digital resilience must be-
come central to everything we do.

This document outlines achievable action steps that we believe will
allow federal policymakers to make rapid progress toward a much
stronger cybersecurity foundation for our digital infrastructure.
Some can be accomplished in weeks or months; others will proba-
bly take years. Fortunately, the federal government is not alone. Cy-
berspace is ultimately the domain of civil society and private enter-
prise, sectors teeming with experts who can guide the White House
and Congress as they grapple with the difficult tradeoffs inherent
to any cybersecurity policy decision. In crafting this national cyber-
security agenda, the Aspen Cybersecurity Group sought input from
a diverse network of partners in academia and industry. Together,
we stand ready and willing to assist policymakers in cultivating a
secure, reliable, and resilient cyberspace.
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Aspen Cybersecurity Group

The Aspen Cybersecurity Group provides a standing, public-private
forum to bridge the gap between policymakers, industry execu-
tives, security professionals, and civil society leaders. It aims to op-
erationalize consensus solutions to the hardest cybersecurity prob-
lems by cultivating honest dialogue and forging lasting partner-
ships between government agencies, companies, nonprofits, and
individuals.

Current Members

Kate Adams, General Counsel, Apple
Gen. Keith Alexander, Co-CEQO, IronNet Cybersecurity
Sara Andrews, CISO, PepsiCo

Monika Bickert, Head of Global Policy Management, Facebook
John Carlin, Chair, Cyber & Technology Program, Aspen Institute

Vint Cerf, Chief Internet Evangelist, Google

Lucy Fato, General Counsel, AlG
Sue Gordon, Founder, GordonVentures LLC

Dr. Lorrie Faith Cranor, Director, CyLab Security & Privacy Institute,
Carnegie Mellon University

Michael Daniel, President and CEQ, Cyber Threat Alliance

Jim Dempsey, Executive Director, Center for Law & Technology,
UC-Berkeley

Don Dixon, Co-Founder & Managing Director, ForgePoint Capital
Lynn Good, CEO, Duke Energy
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» Aspen Cybersecurity Group — Current Members

Alex Gorsky, CEO, Johnson & Johnson
Yasmin Green, Director of Research, Jigsaw
Gen. Michael Hayden, Principal, The Chertoff Group
Susan Hennessey, Executive Editor, Lawfare

Rep. Will Hurd, Ranking Member,
Subcommittee on Intelligence Modernization and Readiness,
House Permanent Select Committee on Intelligence

Chris Inglis, Managing Director, Paladin Capital Group
Sean Joyce, Partner, PwC

Rep. James R. Langevin, Chairman,
Intelligence and Emerging Threats and Capabilities Subcommittee,
House Committee on Homeland Security

Herb Lin, Senior Research Scholar, Stanford University
Brad Maiorino, Chief Strategy Officer, FireEye

Jeanette Manfra, Director, Government Security and Compliance,
Google

Chandra McMahon, CISO, CVS Health

Lisa Monaco,
Former White House Homeland Security Advisor and Partner,
O’Melveny & Myers

Craig Newmark, Founder,
craigslist and Craig Newmark Philanthropies

Mary O’Brien, General Manager, IBM Security
Dr. Greg Rattray, Adjunct Professor, Columbia University

Former Rep. Mike Rogers, Former Chair,
House Intelligence Committee

David Sanger, National Security Correspondent, New York Times
Dr. Phyllis Schneck, CISO, Northrop Grumman
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» Aspen Cybersecurity Group — Current Members

Bruce Schneier, Fellow and Lecturer,
Harvard Berkman-Klein Center

Alex Stamos, Director, Stanford Internet Observatory

Kathy Warden, Chairman, President, and CEOQ,
Northrop Grumman

Michelle Zatlyn, Co-Founder and Chief Operating Officer,
Cloudflare

Jonathan Zittrain, Director, Harvard Berkman-Klein Center
Jane Harman (ex-officio)
Michael Chertoff (ex-officio)
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Purpose and Scope

This agenda is designed to assist federal policymakers in prioritiz-
ing, planning, and executing actionable cybersecurity initiatives
whose goals are achievable in the next four years. Its intended au-
dience is political appointees and career officials across the execu-
tive branch, federal lawmakers and their staff teams, and profes-
sional staff on congressional committees.

Note that this is not a framework for a national cybersecurity strate-
gy, although most of its content should figure into one. A compre-
hensive strategic framework would need to describe clear roles for
the private sector and civil society in addition to government—and
operate at a global scale.

The next administration and Congress cannot simultaneously ad-
dress the wide array of cybersecurity risks confronting modern so-
ciety. Policymakers in the White House, federal agencies, and Con-
gress should zero in on the most important and solvable problem:s.

To that end, this report covers five priority areas where we believe
cybersecurity policymakers should focus their attention and re-
sources as they contend with a presidential transition, a new Con-
gress, and massive staff turnover across our nation’s capital:

. Education and Workforce Development
« Public Core Resilience

« Supply Chain Security

« Measuring Cybersecurity

« Promoting Operational Collaboration

A National Cybersecurity Agenda for Resilient Digital Infrastructure
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» Purpose and Scope

Each section defines the problem, makes the case for prioritizing it,
establishes measurable outcomes, outlines past obstacles that
have stymied past efforts, and details tangible action steps to over-
come those obstacles.

This report is designed to be modular, with each section and its
subsidiary recommendations able to stand on their own. We hope
this will allow champions of specific focus areas to pick and choose
based on changing political and business realities.

In selecting these five categories, the Aspen Cybersecurity Group
sought to highlight initiatives that:

(a) Create |leverage by offering “the greatest advantage to the
defender over attackers at the least cost and greatest scale”;

(b) Benefit from an established technical or organizational foun-
dation that can facilitate rapid progress; and

(c) Are relevant to the industry stakeholders, researchers, and se-
curity thought leaders whose buy-in is essential.

While technically out-of-scope, some topics are too important to
omit without mention. In the section on Additional Priorities, we
briefly address some other areas that demand urgent attention
from federal policymakers.

A National Cybersecurity Agenda for Resilient Digital Infrastructure 11
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Action Steps at a Glance

Education and Workforce

Appropriate new grant funding and direct grantmaking agencies
to support organizations dedicated to grow the representation of
underrepresented communities in the cybersecurity field.

Change how employers recruit cybersecurity workers to diversify
and expand the talent pool.

Authorize and fund a national repository of K-12 cybersecurity re-
sources.

Create and scale an industry-to-school pipeline for part-time in-
structors.

Elevate and scale apprenticeship models.

Create a leadership structure for coordinating federal cybersecuri-
ty workforce activities.

Improve equitable access to broadband Internet services for all
communities.

Expand pay flexibility for all federal departments and agencies.

Increase funding for CyberCorps: Scholarship for Service to ex-
pand its focus.

Public Core Resilience
Designate the commercial space sector as critical infrastructure.
Publish a national strategy to secure the public core.

Create a new cyberspace office within the U.S. State Department.

A National Cybersecurity Agenda for Resilient Digital Infrastructure
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» Action Steps at a Glance

Supply Chain Security
Promote security transparency.

Publish a national industrial base strategy to maximize competition
and innovation.

Promote financial support for free and open source software.

Measuring Cybersecurity
Establish a Bureau of Cyber Statistics.

Assess the cost-effectiveness of cybersecurity frameworks and risk
analysis tools.

Improve state and local law enforcement’s ability to report cyber-
crime incidents.

Establish a cross-sector partnership on modeling cybersecurity
risk.

Operational Collaboration

Establish a National Cyber Director (NCD) to enhance public-
private operational collaboration for proactive disruption and
cyber event response.

Update federal law enforcement employee incentives to reward
disruption of adversary operations.

Create a personnel exchange program between companies and
federal agencies.

Direct and publish a review of legal barriers to deeper intelligence
and operational coordination between federal agencies and pri-
vate companies.

Create a framework to measure the outcomes of disruption and
event response activities.
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Education and

Workforce Development

Diversity, equity, and inclusion in cybersecurity
is a national security issue.
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» Education and Workforce Development

What is cybersecurity education and workforce development?

Efforts to educate and sustain the nation’s cybersecurity workforce
can be divided into at least three overarching categories of activi-
ties:

. Youth awareness: Capturing the imagination and interest of
a diverse array of students, many of whom will otherwise dis-
miss cybersecurity as a potential career pathway.

. Education and skill development: Working through schools,
companies, governments, and intermediaries to guarantee
equitable access to the financing and resources needed to
transform interest into relevant knowledge, skills, and abilities
for cybersecurity roles.

. Employer engagement: Changing how companies and gov-
ernment agencies recruit, hire, train, and retain cybersecurity
workers to expand participation by underrepresented groups
across all cybersecurity roles.

Why is this a priority?

People are the most important element in cybersecurity, and or-
ganizations are in desperate need of trained workers who can
spend limited budgets wisely and use technology correctly. The
past two administrations have described the nation’s cybersecurity
workforce as a “strategic asset” that suffers from a persistent supply
gap: employers in the United States alone report over 520,000
open cybersecurity roles. Driving this gap are (a) structural barriers
to education and employment opportunities and (b) outdated hir-
ing practices that disadvantage women and racial minorities, artifi-
cially restricting the pool of available cybersecurity talent.

Addressing these inequities is not only a moral and ethical impera-
tive—it is an essential component of national security strategy. Our
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» Education and Workforce Development

nation boasts enough citizens with the talent and passion to per-
form cybersecurity roles, and diversity, equity, and inclusion are not
merely “nice to have.” They are a core business objective. Without
serious, consistent, and persistent recognition that representation
is an inseparable part of the cybersecurity mission, government
and industry will continue to leave untold talent on the table and a
mature national risk posture will continue to elude us.

Unlike many other domains in cybersecurity policy, addressing the
cybersecurity skills shortage is not just another budget item. Trans-
forming how the nation approaches cybersecurity talent will reduce
unemployment, bring high-skill jobs and wage-growth to geo-
graphically isolated communities, and fight systemic racism that ex-
cludes underrepresented groups from the technology workforce.
Because of this, cybersecurity education and workforce initiatives
have captured the imagination of countless state, local, and non-
profit leaders who are eager to scale past successes and achieve
rapid progress.

Outcomes

. More filled cybersecurity positions in companies and govern-
ment agencies.

. A cybersecurity workforce that reflects our nation’s gender,
ethnic, racial, geographic, and ideological diversity.

What have been the obstacles to progress?

. Funding: Limited funding for cybersecurity education in
schools, upskilling for entry-level employees, and training pro-
grams for career-switchers means restricts opportunities for
underrepresented groups to discover and enter the cyberse-
curity field.

A National Cybersecurity Agenda for Resilient Digital Infrastructure 16




» Education and Workforce Development

. Too little, too late: Career awareness development targets
young adults or high school students—far too late considering
that many learners start narrowing their interests in middle
school or even earlier.

. Structural barriers: Lack of qualified instructors in K-12 schools
and higher education frustrates efforts to scale cybersecurity
instruction. Most learning standards, assessments, and teach-
er certifications—all critical to shaping course design and di-
recting limited resources—do not treat cybersecurity as even a
minor component of education.

« Narrow talent aperture: Outdated recruitment and hiring prac-
tices artificially limit the talent pool with unnecessarily restric-
tive job qualifications and relying on off-putting or vague job
descriptions that dissuade potential high performers.

Action Steps

1) Appropriate new grant funding and direct grantmaking
agencies to support organizations dedicated to growing
the representation of underrepresented communities in
the cybersecurity field. Like the STEM field, the cybersecurity
profession tends to discourage, exclude, or mistreat women
and communities of color. Not only is this morally reprehensi-
ble—it also undermines cybersecurity as an objective matter.
By excluding (even unintentionally) so many candidates from
the talent pool, employers virtually guarantee that the industry
will never fill its 500,000 open positions. A growing number of
organizations have already established real-world programs
to support underrepresented groups interested in cybersecu-
rity. Grantmaking agencies such as the Department of Labor
and the Department of Homeland Security should explore
flexibility to direct existing grant funds toward nonprofit, in-
dustry, and academic partnerships with demonstrated success
in improving diversity across the cybersecurity workforce, and

A National Cybersecurity Agenda for Resilient Digital Infrastructure
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» Education and Workforce Development

gress should appropriate new funds to support this new em-
phasis.

2) Change how employers recruit cybersecurity workers to
diversify and expand the talent pool. A primary driver of
the cybersecurity skills gap is the outdated recruitment prac-
tices by companies and agencies. Too many entry-level cyber-
security job openings list prerequisites that are more appro-
priate for more senior roles, demanding mid-career certifica-
tions or requiring applicants to have four-year degrees when
less onerous, less expensive credentials suffice. Terminology
alone can also discourage potential cybersecurity workers
from applying to open positions. The result is a cybersecurity
workforce ecosystem that imposes a disparate impact on un-
derrepresented groups that undermines national security. The
Principles for Growing and Sustaining the Nation’s Cybersecu-
rity Workforce offers actionable steps for employers who want
to expand their talent aperture, and the Aspen Cybersecurity
Group has assembled a voluntary coalition of over 30 compa-
nies that have publicly committed to instituting or strengthen-
ing practices to diversify their cybersecurity talent pool. Lever-
aging the authority of the White House, and convening bod-
ies like the American Workforce Policy Advisory Board, and in-
fluential leadership  organizations like the Business
Roundtable, the next administration should build on the As-
pen coalition to rapidly scale the number of employers—
including federal agencies—who commit to reviewing and re-
vising their hiring practices.

3) Authorize and fund a national repository of K-12 cyberse-
curity resources. Congress should direct and pass appropria-
tions for the National Initiative for Cybersecurity Education to
create and sustain a searchable, living repository of K-12 cy-
bersecurity curricula and practical resources with a transpar-
ent classification system that is easy for non-experts to navi-
gate. Such a repository should clearly indicate which curricula
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» Education and Workforce Development

are aligned with existing state education standards. This re-
pository can also serve as a foundation for an Open
Knowledge Network for the K-12 cybersecurity community.

4) Create and scale an industry-to-school pipeline for part-
time instructors. Many experts working in industry are willing
to volunteer their time and expertise to instruct students or
help teachers apply curricula guides. Yet there is not a widely
known, trustworthy mechanism for connecting volunteers with
schools that need and are ready for such assistance. As a start,
the White House and Congress should identify incentives for
companies with deep benches of technical experts to launch
initiatives that pair volunteer computer science experts with
schools to expand computer science course offerings, such as
Microsoft's TEALS Program.

5) Elevate and scale apprenticeship models. Cybersecurity
apprenticeships offer an excellent avenue for growing a
more diverse, skilled cybersecurity workforce. More and
more employers and educational partners are proving that cy-
bersecurity apprenticeships improve opportunities for un-
derrepresented groups and allow employers not only to train
but also retain skilled workers. Stakeholders are primed to
scale similar programs nationwide if the federal government—
led by the Office of Apprenticeships at the Department of La-
bor—assumes a greater leadership role. A first step is pushing
federal hiring managers to value apprenticeships, starting
with an executive order establishing a task force to pilot a cy-
bersecurity apprenticeship pathway for federal employees.
More broadly, Congress should revive and prioritize proposed
legislation to (a) create state-level apprenticeship hubs that
build new programs in regions with high demand for cyberse-
curity skills and (b) convert state apprenticeship expansion
grants to formal block grants. Finally, workforce development
champions must fight an emerging partisan split over regis-
tered apprenticeships versus industry-recognized apprentice-
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» Education and Workforce Development

ship programs (IRAP). Both models are important pieces to
the overall mission of aligning employer needs with equitable
worker access to high-quality job opportunities.

6) Create a leadership structure for coordinating federal cy-
bersecurity workforce activities. A coherent planning and
implementation structure is essential to avoid duplication of
work and inoculate workforce efforts—for which success de-
pends on steady, long-term commitments—against political
and leadership changes. As recommended by the U.S. Cyber-
space Solarium Commission, the White House should estab-
lish an interagency leadership structure centered on building:

a) A high-level steering committee comprising the key agen-
cies involved in cybersecurity workforce development
(OMB, OPM, CISA, NIST/NICE, NSA, DOD) that creates a
unified federal vision for these activities and apportion re-
sources.

b) A staff-level working group available to all federal offices to
implement guidance from the steering committee.

7) Improve equitable access to broadband Internet services
for all communities. One advantage of cybersecurity roles is
their ability to allow geographically isolated communities tap
into high-skill job markets. But as the COVID-19 pandemic has
made painfully obvious, many students and working adults
(both rural and urban) do not have access to Internet speeds
that are necessary to either take advantage of online cyberse-
curity education or perform cybersecurity roles remotely. The
Coronavirus Aid, Relief, and Economic Security Act enacted in
early 2020 allows states to use federal relief funding to ex-
pand broadband connectivity access, and the White House
and Congress should ensure that additional relief and recov-
ery support includes similar authorization. In addition, recent
innovation in satellite broadband offers new potential for
overcoming the digital divide in low population areas, and the
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» Education and Workforce Development

White House and Federal Communications Commission
should encourage robust competition in this sector to lower
costs and improve service delivery.

8) Create pay flexibility for all federal departments and
agencies. Many talented cybersecurity experts who might
otherwise work in federal service choose private employment
because (a) the federal hiring process, particularly for sensi-
tive cybersecurity positions, lasts too long and (b) traditional
federal pay scales cannot compete with private sector salaries.
While cutting the time needed to conduct background checks
for new employees has long been an elusive goal for reform-
minded federal leaders, enabling more flexibility to incentiv-
ize cybersecurity experts to join the civil service is more imme-
diately achievable. As the U.S. Cyberspace Solarium Commis-
sion has recommended, Congress should expand past chang-
es in federal law that provide the Department of Defense and
Department of Homeland Security with more pay flexibility for
cybersecurity experts to apply to all federal offices.

9) Increase funding for CyberCorps to expand its focus. One
highly successful cybersecurity workforce initiative is Cyber-
Corps: Scholarship for Service (SES), which is jointly adminis-
tered by OPM, DHS, and the NSF. CyberCorps aims to steer
more students toward government service, offering interest-
free financing to those who agree to work for a limited term in
a federal, state, local, or tribal office after they graduate with a
cybersecurity degree. However, federal law requires that at
least 80% of CyberCorps participants must be placed in a fed-
eral agency, limiting the program’s ability to strengthen the
overall cybersecurity talent pool. While this reflects an under-
standable desire to focus federal funding on improving feder-
al institutions, the restriction (a) misses an opportunity to build
on the success of SFS to solve multiple problems at once and
(b) reduces pressure on federal agencies to improve their own
hiring systems to be competitive on their own merits.
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» Education and Workforce Development

Dig Deeper on Education and Workforce Development

Learn More

« Aspen Cybersecurity Group - Growing and Sustaining the Na-
tion’s Cybersecurity Workforce

. Cyberspace Solarium Commission - White Paper #3: Growing
a Stronger federal Cyber Workforce

« New America - Teach Cybersecurity with Apprenticeship In-
stead

« Frost & Sullivan - Innovation Through Inclusion: The Multicul-
tural Cybersecurity Workforce

« Cyber.org - Empowering Educators to Teach Cyber

Legislation, Regulations, Executive Orders, and Guidance
« NIST — NICE Cybersecurity Workforce Framework

. Executive Order — America’s Cybersecurity Workforce

. Legislative Proposal from the Cyberspace Solarium Commis-
sion — Recruit, Develop, and Retain a Stronger Federal Cyber
Workforce (Page 29)
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Securing the Internet’s
Public Core

Global leadership requires protecting
the foundation of the Internet.
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What is the public core?

Most individuals and organizations interact with the Internet
through personal computers, mobile devices, servers, and software
applications. These are the technologies that users touch, feel, pur-
chase, and control. As a result, cybersecurity companies and policy-
makers tend to invest the majority of their time and resources in
protecting them. But all Internet services depend on a vast, global,
interconnected foundation of hardware and software infrastruc-
ture—the public core—that most stakeholders take for granted. This
bedrock operates below the surface of our digital lives, always in
the background, and always out of sight.

Yet without this shared infrastructure, the Internet and the endless
services it provides would cease to function. The public core com-
prises a combination of rules, processes, and technology systems
that are responsible for:

. Internet Addressing: Determining who owns and controls
which digital addresses, i.e., IP addresses.

. Naming: Translating IP addresses into domain names that hu-
mans can understand and communicate.

. Routing: Logically and physically transmitting data between a
sender and the intended recipient.

. Cabling: Physical communications cables for transmitting da-
ta between networks.

. Cryptography: Allowing Internet users to exchange data se-
curely without ever meeting in person.

. Position, Navigation, and Timing (PNT): Providing precise
timing and positioning data to digital systems.
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Why is this a priority?

Most elements of the public core were originally developed long
ago without robust security features. By the time their designers
recognized their central importance to the Internet and the global
economy, it was too late to replace them with more secure alterna-
tives. Security improvements instead relied on partial modifications
that have left many critical vulnerabilities unaddressed.

The situation is unacceptable. Because any of the organization or
services that use the Internet depends on the same elements of the
public core, these shared vulnerabilities affect all Internet users.
The clear risks for Internet resilience prompted the Global Commis-
sion on the Stability of Cyberspace in 2018 to propose a universal
norm that “state and non-state actors should not conduct or know-
ingly allow activity that intentionally and substantially damages the
general availability or integrity of the public core of the Internet,
and therefore the stability of cyberspace.” Little has changed since
then, and the corruption, manipulation, and disruption of the pub-
lic core continues to present a systemic threat to the global Internet
and, therefore, the economic and social stability of the United
States and its allies and partners.

Outcomes

 Increased security, reliability, and resilience for the public
core.

. Defined roles and responsibilities for federal agencies vis-a-
vis the public core.

. U.S. leadership in international dialogue to secure and mod-
ernize the public core.
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What have been the obstacles to progress?

« No one in charge: There is no single organization responsible
for protecting the public core. Efforts to improve its security
and stability depend on global coordination between a varie-
ty of stakeholders, some with opposing interests. Further, dif-
ferent groups control different parts of the public core, mak-
ing coordination more difficult.

« Privately-owned commons - The public core is generally man-
aged by private companies and international nonprofits. Gov-
ernment agencies play a marginal role in managing or over-
seeing the public core, leading many to dismiss the role of
federal policy in securing the public core.

. No first-mover advantage: The Internet generates network ef-
fects that create a strong disincentive to be the first organiza-
tion to adopt a new standard or protocol that might enhance
security for some element of the public core. Yet adoption is
only effective if many or all organizations participate as well.

Action Steps

1) Designate the commercial space sector as critical infra-
structure. Space satellites and their command and control
networks are an overlooked and increasingly important part
of the public core. More and more critical services depend on
timing information transmitted by GPS satellites or Earth ob-
servation data, and important Internet communications transit
orbiting infrastructure, with the global 5G networks being
built now. Space Policy Directive-5 articulates the federal gov-
ernment’s interest in promoting cybersecurity best practices
in the space sector. Operationalizing SPD-5 should include
concerted efforts to (a) persuade all space companies—from
large Original Equipment Manufacturers to new startups—to
implement reasonable cybersecurity practices and (b) facili-
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itate government and industry assistance to accelerate imple-
mentation.

To that end, designating the commercial space sector as criti-
cal infrastructure will facilitate prioritization of limited govern-
ment resources, grow personal relationships between indus-
try operators and policymakers, and help overcome obstacles
to interagency coordination. This could be accomplished ei-
ther by (a) amending federal law to expressly name space as a
critical infrastructure sector or (b) designating space infra-
structure as a subsector of an existing sector, following the
precedent of election infrastructure in 2017. This designation
would not create any new regulatory authority or impose any
mandatory burdens on commercial space companies.

2) Publish a national strategy to secure the public core. While
threats to the public core imperil national security, the federal
role in protecting this infrastructure should be limited as it is
fundamentally a private and nonprofit ecosystem. But federal
agencies can assist public core stakeholders in important
ways. NIST is managing a competition to select new crypto-
graphic protocols that can withstand potential attacks from
quantum computers. The Department of Homeland Security
is leading an effort to define and enhance PNT resiliency. The
National Security Agency has published guidance suggesting
methods for network operators and users to mitigate vulnera-
bilities in the Internet routing system, while the U.S. Cyber-
space Solarium Commission has recommended that DHS and
the NTIA do the same for the Domain Name System (naming)
and the Border Gateway Protocol (routing). These and other
programs should be combined into a single interagency strat-
egy that communicates the compelling reason to protect the
public core and outlines a clear path toward resiliency. It
should also identify incentives and processes to speed the
adoption of security practices. While a strategy document
might strike some as unambitious, it is the most helpful first
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first step for at least two reasons. These are outlined below.
impose any mandatory burdens on commercial space compa-
nies.

a) Awareness. Many potential corporate and institutional vic-
tims of attacks on public core infrastructure are simply una-
ware of how the compromise of systems like the Domain
Name System, the Border Gateway Protocol, and Global
Positioning System can affect their core business interests.
Similarly, they do not recognize their potential to promote
a more secure public core by coalescing and requesting as
a unified customer base that responsible stakeholders take
certain steps. Many of the largest barriers to a more resili-
ent public core are not technical, but rather organizational.
Better security is a matter of prioritization and leadership
from the right entities. A highly visible, coherent strategy
will facilitate more serious and focused discussions with the
right decision makers in industry.

b) International leadership. Because the public core spans
the globe, its resilience depends on transnational coordina-
tion. This is especially important in the case of reinforcing
norms—such as those outlined by Global Commission on
Stability in Cyberspace or pursued through the United Na-
tions Group of Governmental Experts—and in circumstanc-
es where some governments might decide to institute new
guidelines or standards related to the public core specifi-
cally. A coherent strategy will clearly and consistently com-
municate American priorities for public core resiliency and
ensure they are integrated with current efforts to strength-
en norms. In addition, aside from international standards,
successful efforts to secure the public core will depend on
international coalitions of industry stakeholders, from soft-
ware developers to network operators, that can coordinate
operational security practices. A public core strategy
should also outline new transnational, public-private pro-
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cesses for securing elements of the public core that fall
outside of the scope of today’s Internet governance re-
gimes.

3) Restore federal capacity for international engagement by
creating a new cyberspace office within the Department
of State led by an Assistant Secretary. In recent years, the
United States has withdrawn from international fora and part-
nerships that aim to agree on norms and standards for creat-
ing a resilient public core. Restoring (and in some cases, cre-
ating for the first time) American leadership on public core
security demands a dedicated office backed by a senior po-
litical appointee who can become an expert on the issues
and defend public core priorities during interagency negoti-
ations. Per the U.S. Cyberspace Solarium Commission, Con-
gress should create a “Bureau of Cyberspace Security and
Emerging Technologies” to lead these efforts and “ensure the
coherence of U.S. efforts abroad and ensure the alignment of
these efforts with U.S. national strategy.”

Dig Deeper on Securing the Internet’s Public Core
Learn More

. Atlantic Council - The Politics of Internet Security

« NATO - Strategic Importance of, and Dependence On, Un-
dersea Cables

. Harvard Belfer Center - Too Connected to Fall

Legislation, Regulations, Executive Orders, and Guidance

. Executive Order — Strengthening National Resilience
Through Responsible Use of Positioning, Navigation, and
Timing Services
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« NIST - Draft Profile for the Responsible Use of PNT Services

. Legislation — Strategy to Secure Foundational Internet Proto-
cols and E-Mail

. Cyberspace Solarium Commission Legislative Proposal —

Create a Cyber Bureau and Assistant Secretary at the U.S. De-
partment of State (Page 48)
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Supply Chain Security

More choice leads to lower risk.
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What is supply chain security?

A supply chain is the beginning-to-end process of designing, mak-
ing, selling, and using a product. It is rare for one business to con-
trol the entire cycle, and most technology companies rely on many
different suppliers spread across the globe. One organization
mines raw materials. Another turns them into parts. Several others
assemble the parts into larger building blocks, and the final goods
assembler manufactures the product before distributing it. While
software does not require physical shipping, it has its own supply
chains, with software engineers across multiple countries develop-
ing applications with code from a wide variety of public or proprie-
tary sources.

As these technology supply chains have become more complex, it
has become increasingly difficult for individuals, organizations, and
nations to understand and manage the associated risks. How can a
power plant operator be confident that a safety sensor manufac-
tured abroad has not been tampered with? How does a govern-
ment agency ensure its new teleworking platform will not provide a
backdoor for foreign intelligence agencies? How should an entire
industry plan for the possibility of losing access to a rare element
sourced from one country? Supply chain security aims to provide
answers to these types of questions.

Why is this a priority?

Globalized technology supply chains have left the United States, its
allies and partners, and critical industry sectors dependent on
hardware and software components that could contain security vul-
nerabilities because of substandard design or malicious compro-
mise. These vulnerabilities are especially serious because they can
be difficult to detect and extremely costly to remedy once discov-
ered, particularly when they are embedded in installed hardware
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that has a long lifecycle, which is a common scenario in critical in-
frastructure. And because supply chain components can constitute
single points of failure, a security compromise in a widely used
component could allow adversaries to launch devastating attacks
with far-reaching impacts. In addition, overreliance on technologies
produced or controlled by a small number of entities raises the
specter of sudden restrictions that could cripple critical agencies or
sectors.

While industry and government might diverge on specific methods
for achieving supply chain security, most stakeholders agree on the
goal: reliable and secure supply chains. Virtually all security practi-
tioners and company managers want to reduce the degree of risk
in their supply chains, which requires increased transparency, infor-
mation, and choice.

Outcomes

« Robust competition in all markets that produce security-
critical technology products and services.

« Increased information on and transparency of the compo-
nents and security features of technology products and ser-
vices, allowing businesses and agencies to better manage
their supply chain risks.

What have been the obstacles to progress?

« Business realities: Companies and their executives need to
generate—they are compelled by economic competitiveness
and the fiduciary duty. As such, many firms select the lowest
cost provider for components. This often compromises securi-
ty to some degree, and many companies factor that addition-
al risk into their decision making. At the same time, the na-
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tional security risks of their decision—using lower cost op-
tions—are not necessarily apparent from available information.
As a result, policymakers may frequently have trouble per-
suading some private companies to switch to alternative sup-
pliers that the policymakers believe pose less of a risk to na-
tional security.

« Lack of choice: Companies who might be willing to pay more
for less risky supply chain components run into another chal-
lenge. In many sectors, a few technology suppliers dominate
the market for certain products and services, limiting the abil-
ity of companies to take their business elsewhere.

. Reactive policy: Supply chain security demands foresight.
Companies need to anticipate changes to their industry years
in advance to adjust their business and plan investments. For
example, it was clear many years ago that 5G networking
equipment would become a central element of critical infra-
structure. Yet policymakers only recently began working with
industry to improve market competition in this space.

« The country-of-origin approach: National security concerns re-
lating to supply chains sourced from specific countries are un-
likely to persuade multinational, profit-minded businesses to
upend their technology supply chains. Country-agnostic risk
management strategies are more likely to appeal to CEOs
and their board members.

Action Steps

We propose that the next administration and Congress advance
supply chain security through two interrelated lines of effort:

. Market competition: Expand market competition in critical
technology sectors to maximize access to products and ser-
vices that meet acceptable security standards and can be
sourced from trustworthy suppliers.
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. Organizational risk management: Promote practices that
can minimize the risk posed by threats (known or unknown)
and vulnerabilities introduced via hardware, software, and
technology suppliers, whether they are trustworthy or not.

Our aim is to generate a virtuous cycle of market incentives. Robust
market competition incentivizes suppliers to meet customer de-
mands for more secure technology. This in turn strengthens organi-
zational risk management by creating a marketplace of trustworthy
suppliers.

Of course, even the most secure, vetted technology system pre-
sents some security risk. Adversaries will always seek to exploit vul-
nerabilities and compromise supply chain integrity. Guaranteeing
affordable access to trusted suppliers does not reduce the im-
portance of defense-in-depth and risk mitigation strategies. Thus,
promoting organizational risk management among critical compa-
nies and agencies must always remain a central concern for supply
chain security.

1) Promote security transparency. Organizational risk manage-
ment benefits from transparency on how products and ser-
vices are designed, implemented, and managed over time.
Consumers, security practitioners, and procurement profes-
sionals need information on coding practices and the security
features of hardware and software products. Some ongoing
initiatives offer a solid foundation for encouraging more trans-
parency among technology manufacturers and software de-
velopers:

a) Device labeling. As the Internet of Things (loT) continues
to expand, insecure loT devices are becoming integrated
into home, small business, and larger enterprise networks.

A National Cybersecurity Agenda for Resilient Digital Infrastructure 35




» Supply Chain Security

Many of these products fail to adhere to consensus security
standards, such as the Aspen Cybersecurity Group's loT Se-
curity First Principles or more detailed guidelines like the
NIST loT Device Cybersecurity Capability Core Baseline
and the C2 Consensus on loT Device Security Baseline Ca-
pabilities.

For years, observers have floated the development of a se-
curity labeling regime akin to the “Energy Star” label for ef-
ficient home appliances. The idea is to give security-
conscious customers enough information to base at least
part of their purchasing decision on cybersecurity risk,
while creating demand for better security among custom-
ers who never think about it. This will in turn create market
pressures for loT manufacturers to adhere to best security
practices. Researchers at Carnegie Mellon University have
developed a prototype label design, and the Food and
Drug Administration has issued draft guidance for medical
device manufacturers with recommendations regarding la-
beling.

Some doubt the value of loT security labeling, questioning
if labels that simple enough to understand might mislead
users and create a false sense of security. Some research
indicates otherwise, and Finland, Singapore, and the Unit-
ed Kingdom are all rolling out their own labeling regimes.
The European Union's cybersecurity agency also has plans
to develop loT security certifications following a new land-
mark law in 2019. The time is ripe for the White House and
Congress to assemble a handful of willing loT manufac-
tures to pilot real-world loT security and privacy labels. This
pilot will allow researchers to test the real-world effects of
labels and zero in on standardized labeling criteria.

b) Tools for managing risk of third-party software compo-
nents. Many modern software products are a mishmash of
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smaller, third-party components that are created by a wide
range of software developers. In most cases, it is extremely
difficult for purchasers to know exactly what these compo-
nents are and what vulnerabilities they might contain. Even
for knowledgeable users and security practitioners, a lack
of transparency makes managing risk challenging. The de-
velopment and implementation of best practices, both for
transparency and risk management, can support organiza-
tions as they integrate and leverage third-party compo-
nents and software. Through an open, multi-stakeholder
process, the National Telecommunications and Information
Administration (NTIA) is developing the technical and oper-
ational practices for software developers to communicate
the “ingredient list” of their software products, known as a
Software Bill of Materials—a potentially helpful tool, albeit
one with limitations. In addition, the Software Assurance Fo-
rum for Excellence in Code (SAFECode) has detailed rec-
ommendations for a lifecycle approach to managing secu-
rity risks inherent in third-party software components.

2) Create critical technology testing centers. Per a recommen-
dation by the U.S. Cyberspace Solarium Commission, Con-
gress should authorize federal agencies to designate, and
provide appropriations for, three independent research or-
ganizations to evaluate and test the security of critical technol-
ogies in networking, industrial control systems, and open
source software. As appropriate and lawful, the results of such
tests should be published to inform industry supply chain
management decisions, similar to the kinds of research prod-
ucts published by the United Kingdom’s Huawei Cyber Securi-
ty Evaluation Centre.

3) Publish a national industrial base strategy to maximize
competition and innovation. Efforts to promote market com-
petition in security-critical technology markets will require a
proactive, whole-of-government approach that reflects the
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need for more active government participation while explicitly
rejecting the kind of aggressive, nationalist market interven-
tions practiced by other countries. The first step is a joint gov-
ernment-industry strategy “to ensure more trusted supply
chains and the availability of critical information and commu-
nications technologies,” a key recommendation of the Cyber-
space Solarium Commission.

At a minimum, such a strategy should:

a) ldentify critical technology dependencies now and in the
foreseeable future;

b) Analyze where present and future market concentration
could undermine the reliability or security of critical tech-
nology components;

c) Articulate how current statutory and presidential authorities
support specific programs for promoting market competi-
tion in those sectors to reduce market concentration;

d) Specify statutory or regulatory changes necessary to pro-
mote such market competition;

e) Consider both immediate and long-term impacts of poten-
tial actions on the competitiveness and R&D capabilities of
U.S. and allied industries; and

f) Outline objectives for generating a consensus with allies
and partners on ensuring long-term, sustainable competi-
tion in critical technology markets.

Notably, this strategy should not seek to identify and strength-
en “national champions”—individual companies that receive
special, targeted federal assistance or regulatory relief. The
stated purpose of this strategy should not be to ensure that
only U.S.-based firms dominate every critical technology mar-
ket worldwide. This could lead allies and industry partners
overseas to conflate supply chain security with trade disputes,
which turn on politics, not risk-based security analysis. The
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goal of an industrial strategy for supply chain security is to
promote market competition and innovation to increase the
availability of trustworthy technology suppliers, some of
whom will have overseas headquarters in Europe or else-
where. Yet this approach will clearly benefit American workers
for the simple reason that competition and innovation are
chief comparative advantages of American industry.

Promote financial support for free and open source soft-
ware. The digital economy is built on a foundation of free and
open source software (FOSS). Countless companies depend
on FOSS tools, libraries and applications to conduct critical
business functions. Yet despite its central importance, FOSS
code is often supported by volunteers who work without any
dedicated budget and struggle to ensure its security. This pre-
sents serious risks for the digital economy. In 2014, after ex-
perts discovered a potentially disastrous security flaw called
Heartbleed in an open source encryption tool used globally,
one open source expert remarked, “[The] mystery is not that a
few overworked volunteers missed this bug; the mystery is
why it hasnt happened more often.” Addressing this resource
gap requires that executives in all major industries (not just
the tech sector) recognize their dependence on FOSS and
commit to supporting the nonprofits that develop and main-
tain it. The Open Source Security Foundation (OpenSSF) is a
new effort to promote collaboration between industry leaders
interested in investing in open source security. The federal
government should facilitate progress by encouraging more
companies to join OpenSSF and directing more federal fund-
ing toward research on and the operational management of
more secure open source infrastructure.

Foundations and other philanthropic organizations are a des-
tination for such funding, but in the early 2010s, the Internal
Revenue Service began applying more scrutiny when granting
501(c)(3) status to organizations focused on open source de-
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velopment. This has generated a perception across the tech
community that open source nonprofits might struggle to ob-
tain tax-exempt status. In 2017, researchers with the Berkman
Klein Center at Harvard observed that “501(c)(3) status ap-
pears harder to obtain than ever for open source software or-
ganizations.” This is a key barrier to the secure and responsi-
ble management of the nation’s open source digital infra-
structure, and IRS leadership should publicly clarify the ra-
tionale, if any, behind applying additional scrutiny to open
source software nonprofit applications, as well as issue guid-
ance to assist applicants in expediting the process.

Dig Deeper on Supply Chain Security

Learn More

Cyberspace Solarium Commission - White Paper #4: Building
a Trusted ICT Supply Chain

Ford Foundation - Roads and Bridges: The Unseen Labor Be-
hind our Digital Infrastructure

National Telecommunications and Information Administration
- Introduction to Software Bill of Materials

Legislation, Regulations, Executive Orders, and Guidance

Proposed Regulation - Securing the Information and Commu-
nications Technology and Services Supply Chain and Business
Roundtable Comments

Executive Order - Securing the Information and Communica-
tions Technology and Services Supply Chain

Executive Order - Securing the United States Bulk-Power Sys-
tem
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. Executive Order - Executive Order on Addressing the Threat
to the Domestic Supply Chain from Reliance on Critical Miner-
als from Foreign Adversaries

. Legislation - MICROCHIPS Act of 2019
. Legislation - Secure 5G and Beyond Act of 2020

« Legislation - Cyber Supply Chain Management and Transpar-
ency Act of 2014

. Cyberspace Solarium Commission Legislative Proposal — Des-
ignate Critical Technology Security Centers (Page 114)
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Measuring Cybersecurity

We can’t solve problems if we don’t know
what works and what doesn’t.
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» Measuring Cybersecurity

What is cybersecurity measurement?

Cybersecurity measurement comprises at least two distinct activi-
ties:

. National and sector data collection: Collecting and analyz-
ing high-level data that allows policymakers to assess where
to direct limited resources and how to shape risk manage-
ment practices (e.g., recording how many hospitals were hit
by ransomware in the past year, and how many of those hos-
pitals had dedicated cybersecurity staff).

. Cybersecurity metrics: Creating a taxonomy as well as tools
that allow organizations to assess their own compliance with
cybersecurity standards and their return-on-investment for
measures taken (e.g., determining whether a company’s cy-
bersecurity program meaningfully reduces risk).

Why is this a priority?

Evidence-based cybersecurity policy requires a fact-based picture
of the nature and scope of malicious activities across the economy
and the ability to assess whether policy changes reduce their im-
pact. Today, the federal government lacks the most basic, reliable
data on (a) the frequency and severity of cyberattacks across all
sectors, including government and private industry; (b) the most
common security failures that lead to attacks; and (c) the technical,
procedural, and administrative steps that thwart attacks most often.
This means policymakers cannot make evidence-based decisions
on how to either allocate limited resources or incentivize govern-
ment agencies and private industry to better manage risk. Nor can
they engage in systemic risk analysis—the key to proper national-
level cybersecurity strategy. Without better data, policymakers
might as well be grasping at straws.
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Outcomes

. A standardized terminology, definition, and ontology frame-
work for cybersecurity measurement.

. Evidence-based federal strategy and policy to support state,
local, tribal, and territorial (SLTT) entities and the private sec-
tor.

. Higher quality risk modeling to support more accurate insur-
ance pricing.

What have been the obstacles to progress?

. No denominator: Without knowing the total volume of mali-
cious activity, it is very difficult to assess the impact of specific
policies, controls, or actions.

. Lack of incentives: High-quality data on cybersecurity inci-
dents and the effectiveness of defense measures is often pro-
prietary, and companies may not share it unless doing so
provides a competitive edge to either their security products
and services or their organizational risk management capa-
bilities.

. Liability: Organizations that are victims of cybersecurity inci-
dents are often reluctant to share security incidents with the
public except where legally required, fearing that transparen-
cy might expose them to embarrassment or lawsuits.

. Overly narrow focus: Many cybersecurity policy discussions
tend to revolve around discrete software vulnerabilities and
data breaches, instead of the risk management practices and
resiliency measures that depend on better metrics (e.g., the
average time it takes to restore functionality after a breach.
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Action Steps

1) Establish a Bureau of Cyber Statistics. The U.S. Cyberspace
Solarium Commission has recommended “Congress should
establish a Bureau of Cyber Statistics charged with collecting
and providing statistical data on cybersecurity and the cyber
ecosystem to inform policymaking and government pro-
grams.” Indeed, a dedicated data collection office is neces-
sary to build a more accurate, ground-truth picture of cyber-
security. While codifying a Bureau of Cyber Statistics could
take years, the White House can kickstart the effort and
demonstrate its potential value by merging established data
collection efforts, such as the Internet Crime Complaint Cen-
ter, National Incident Based Reporting System (NIBRS), and
the FTC Consumer Sentinel Network. In addition, any cen-
tralized federal office set up to gather cybersecurity statistics
should adhere to at least three principles in its early days:

a) Data first, metrics later. Developing and deriving value
from cybersecurity metrics has vexed the cybersecurity
community for years, and private sector entities have clear
incentives to identify and test metrics on their own, without
any Bureau of Cyber Statistics. Addressing the gap in na-
tion- and sector-level data presents a less technical chal-
lenge, and will yield real and more rapid benefits for the
policymaking process. Such data will help policymakers
address even the most basic but essential questions such
as, "How many companies act on threat data provided by
federal agencies?” It will also help to answer the more
technical ones, such as “"How many route hijacks affecting
U.S.-based organizations occur every year?”

b) Government first, industry later. A common sticking
point in many cybersecurity discussions arises when the
federal government requests that private companies im-
plement steps that should apply equally to federal agen-
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cies but that federal agencies have yet to adopt. The area
of data collection and metrics presents an excellent oppor-
tunity for the federal government to take a leadership role
and demonstrate tangible progress. Unlike efforts to gather
information on the private sector or state and local govern-
ment, federal leaders are already empowered and well-
equipped to gather relevant data on cybersecurity inci-
dents and defensive measures across the federal govern-
ment.

c) Voluntary, not mandatory. Once the Bureau of Cyber Sta-
tistics has collected useful data from all relevant federal of-
fices, it can begin the vital (but often overlooked) phase of
demonstrating that data collection generates useful in-
sights. Armed with a convincing case that data collection is
not a pointless exercise, the Bureau should persuade (a)
state, local, territorial, and tribal entities and (b) critical in-
frastructure owners and operators to begin providing nar-
row sets of data voluntarily. Mandatory data collection
would be practically unenforceable and would likely poi-
son the Bureau's relationships with its most important part-
ners. Dedication to voluntary partnerships with non-federal
entities is how the Bureau will stay nimble, rapidly iterate its
data requests based on honest feedback, and maximize its
value-add.

2) Assess the cost-effectiveness of cybersecurity frame-
works. A common critique of government cybersecurity reg-
ulation is that it incentivizes “box-checking” that oversimplifies
the fast-moving dynamics of real-world cyber defense. The
federal government uses a wide range of frameworks to
guide implementation of cybersecurity controls for agencies
and private companies, but it remains unclear how cost-
effective these frameworks are in reducing risk. Have agencies
or companies that use the NIST Cybersecurity Framework to
implement cybersecurity programs met their risk reduction
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goals at lower cost than those who rely on other methodolo-
gies? Do organization that supplement frameworks with risk
analysis tools like Factor of Analysis Information Risk experi-
ence better outcomes? No overarching study has answered
these questions, and the federal government is well-
positioned to lead one. While assessing the comparative cost
-effectiveness of frameworks and risk analysis tools would fit
the mission of the Bureau of Cyber Statistics, the National In-
stitute for Standards of Technology should prioritize engag-
ing with willing industry stakeholders to answer these ques-
tions even before the Bureau is established.

3) Improve state and local law enforcement’s ability to re-
port cybercrime incidents. A successful Bureau of Cyber Sta-
tistics will need capable partners in SLTT governments who
have the capacity to record and communicate relevant data.
In A Roadmap to Strengthen US Cyber Enforcement, Third
Way found that only half of the 18,000 state and local law en-
forcement agencies in the United States report data to the
NIBRS, the primary federal program that collects crime data.
This database also faces problems with how agencies log inci-
dents of cybercrime, leading to vast undercounts. The next
administration should closely examine how to improve cyber-
crime reporting processes and incentives nationwide.

4) Establish a cross-sector partnership on modeling cyber
risk. Cybersecurity insurance is a nascent tool for private and
public organizations that want to spread the risk and costs of
cyber incidents, but the industry lacks sufficient data on cy-
bersecurity incidents to inform its actuarial models and has
yet to establish a uniform process for pricing insurance for cy-
bersecurity risks. Many of the data sets available to insurance
actuaries (including those collected directly from their cus-
tomers) do not allow them to either account for the full range
of cybersecurity risks that exist or develop the quantitative
tools common to other insurance contexts. As the U.S. Cyber-
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space Solarium Commission has recommended, DHS should
establish a public-private working group that convenes insur-
ance companies and cyber risk modeling firms to explore av-
enues for purchasing and/or combining proprietary data that
can support more rigorous methodologies for cyber insur-
ance pricing.

Dig Deeper on Measuring Cybersecurity

Learn More

Lawfare - Considerations for the Structure of the Bureau of
Cyber Statistics

Federal News Network - Reinvigorating CyberStat in Fiscal
2021

OMB - Federal Cybersecurity Risk Determination Report and
Action Plan

NIST - Measurements for Information Security

Legislation, Regulations, Executive Orders, and Guidance

Legislative Proposal — Establish a Bureau of Cyber Statistics
(Page 120)
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Promoting

Operational Collaboration

The government does not control cyberspace.
The road to success runs through the boardroom.
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What is operational collaboration?

Operational collaboration is the process by which multiple organi-
zations coordinate planning and synchronize their actions to
achieve a shared goal in cyberspace using lawful methods. Typical-
ly, that shared goal is proactive: disrupting adversaries or threat ac-
tors before they cause unacceptable harm. In some cases, the goal
is to respond to a significant cyber event, mitigate the consequenc-
es, and facilitate recovery operations. Whether dealing with proac-
tive disruption operations or jointly orchestrated crisis response,
operational collaboration combines legal, economic, law enforce-
ment, intelligence, and/or technical measures employed by the pri-
vate sector and government agencies.

Operational collaboration takes several different forms. It can in-
volve coordination between companies and federal agencies, such
as a recent FBI collaboration with private sector companies, or
business-to-business coordination to disrupt adversary capabilities
or disable adversary infrastructure. It can involve highly-capable se-
curity companies, internet service providers, information sharing
organizations, and platform providers—all working together to miti-
gate the effects of an ongoing significant cyber incident. In both
cases, success requires a clearly defined objective and mutually
agreed outcomes, enabling participants to align interests and focus
on the same adversary. It must also clearly provide mutual benefit
to all stakeholders involved (e.g., a company protects its customers
and law enforcement obtains intelligence or an indictment).

What operational collaboration does not mean: (a) hacking back,
(b) mandating industry cooperation with government cybersecurity
programs, or (c) responding to routine cyber incidents on a regular
basis.
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Why is this a priority?

Operational collaboration aims to achieve two fundamental objec-
tives in cybersecurity policy: (a) increase costs for adversaries by
disrupting their activities and (b) prepare for and respond to ad-
verse cyber events that harm U.S. or allied interests. Because nei-
ther the government nor the private sector acting alone can
achieve the scale, scope, speed, and sustainability required to
achieve these goals, the only way to reach the desired end-state is
to enable more effective operational collaboration across the digi-
tal ecosystem.

The increasing costs of malicious cyber activities demonstrates that
current processes and structure are insufficient to safeguard na-
tional security, economic prosperity, and public health and safety.
Numerous adversaries, whether nation-states or cybercriminals,
can attack consumers, businesses, and government agencies with
relative impunity. For many types of attacks, adversaries’ direct
costs also remain relatively low, allowing them to achieve greater
scale and damage. Simply sharing information about threats is not
enough. We need to increase costs for adversaries. Too often, our
efforts to shut down adversary networks only impose minor set-
backs that still allow them to pivot and quickly recover operations.
Industry and government must work together to turn these into
strategic defeats that force adversaries to invest in entirely new at-
tack campaigns.

Notwithstanding proactive efforts to disrupt these malicious activi-
ties, sometimes adversaries will succeed in conducting a major at-
tack. As the impact of cybersecurity events increases, we need to
respond to significant cybersecurity events (such as the NotPetya
outbreak) more effectively when they occur, limiting their spread
and mitigating their effects. Because a major cybersecurity crisis
will likely spread across multiple businesses, sectors, and regions,
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the corresponding response will require a high degree of coordi-
nation and rapid communication. And unlike proactive disruption
planning, when stakeholders can wait until the right moment to
strike, actively responding to a significant cybersecurity incident in-
troduces the additional element of extreme time pressure.

Outcomes

Reduced impact of routine cybercrime on the digital econo-
my.

Higher costs for sophisticated nation-state attackers.

Increased number of high-capability companies and nations
involved in cybersecurity coalitions.

Better measurement of the effectiveness of adversary disrup-
tion operations.

What are past obstacles to progress?

No defined framework: In many cases, federal agencies and
potential partners in the private sector lack the policies, pro-
cesses, procedures, and organizational structures to prioritize
and enable effective operational collaboration, either proac-
tively or reactively. Although the federal government has
Presidential Policy Directive-14 for coordinating event re-
sponse actions between agencies, how those agencies will
work with private sector entities is not clear.

Lack of intra- and interagency leadership: Individual agencies
or offices simultaneously and separately ask to coordinate
with private entities, frustrating a holistic government re-
sponse and the scalability of public-private partnerships and
joint actions.

Lack of prioritization and focus on impact: Given the sizeable
and growing number of highly sophisticated cyber adver-
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saries, defenders lack the resources to capitalize on all oppor-
tunities to disrupt attacks. Without prioritization based on po-
tential impact, operational collaboration is often opportunis-
tic, simply gravitating toward threats that are most relevant to
an ongoing investigation or customer segment.

. Classification barriers: Government participants are often una-
ble or unwilling to share information in an unclassified setting
and in a manner that allows private entities to act.

. Agility: Many efforts to improve coordination among the pri-
vate sector and government mistakenly include too many par-
ties, creating unwieldy processes while saddling coalitions
with some partners who lack the technical capabilities to im-
plement necessary activities.

 Cultural barriers: Many federal officials are uncomfortable en-
gaging regularly and openly with the private sector, and some
agency incentive structures almost exclusively reward law en-
forcement officers based on criminal justice outcomes, which
sets a very high bar, reducing incentives to engage in other-
wise effective disruption activities.

. The “agent” problem: Many companies might want closer col-
laboration with federal agencies in the name of better cyber-
security for their customers, but they are wary of being seen
as agents of the U.S. government.

. Liability: Particularly when unknown dependencies or connec-
tions are involved, entities hesitate to act in concert if the po-
tential second- or third-order consequences might cause un-
foreseen damage affecting other parties.

. Antitrust: While Congress has exempted narrow kinds of in-
formation sharing from antitrust rules, some coordinated ac-
tivities could raise similar concerns.
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Action Steps

1) Establish a National Cyber Director to enhance public-
private operational collaboration for proactive disruption
and cyber event response. The U.S. Cyberspace Solarium
Commission has recommended that Congress codify a Sen-
ate-confirmed National Cyber Director (NCD) as “the Presi-
dent’s principal advisor for cybersecurity-related issues, as
well as lead national-level coordination of cybersecurity strat-
egy and policy, both within government and with the private
sector.” To be an effective advocate for and enabler of opera-
tional collaboration, the NCD should have both visibility into
offensive government operations against adversaries and au-
thority to coordinate public-private response activities to
cyber events. The NCD can set common protection or disrup-
tion priorities and objectives; identify new ways to act in a uni-
fied, holistic manner to achieve those objectives; and help to
scale coordination with the private sector by acting as a single
point of contact, rather than requiring each agency to main-
tain their own direct connections to industry teams. The NCD
should look to work by the Aspen Cybersecurity Group, Third
Way, the World Economic Forum’s Partnership against Cyber-
crime, and Columbia University’'s New York Cyber Task Force
to develop the practical policies, processes, and structures to
promote operational collaboration, both for proactive disrup-
tion and significant incident response.

2) Update incentives for federal law enforcement employees
to reward disruption of adversary operations. The FBl and
other law enforcement agencies are important partners for
private entities that are interested in taking proactive steps to
disrupt adversary networks. However, current cultural barriers
and institutional incentive structures, including rewards and
opportunities for advancement, reflect a traditional focus on
indictment and prosecution as a means of deterrence, limiting
disruption frequency and impact. Due to attribution challeng-
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es and the fact that many of the responsible individuals live
overseas, indictment and prosecution are unusual outcomes.
Moreover, attribution is often a lengthy process, during which
threat actors can continue harming technology users and the
economy. Finally, prevention and deterrence—two of the most
important theories of criminal law—can be achieved without
indictment or prosecution when operational collaboration
produces effective disruption.

1)Changing the incentive structures for federal law enforce-
ment agents will help align the objectives of cybersecurity de-
fenders in the private sector with those of the agency that is
authorized to act aggressively against cyber criminals and for-
eign adversaries. Incentive structures should shift in favor of
disrupting adversary infrastructure and operations, recogniz-
ing the value that such actions have for minimizing harm and
protecting technology users.

3) Create a personnel exchange program between compa-
nies and federal agencies. Better coordination requires
strong personal relationships between staff-level operators
and senior decisionmakers in companies and agencies. A two
-way exchange program will forge long-term networks of trust
that laws or regulations cannot. Potential models include the
Center for Long-Term Cybersecurity’'s Workforce Incubator
and the Information Technology Exchange Program. Key fed-
eral government departments and agencies, such as DHS,
DOD, and the FBI, should strive to conduct joint cyber de-
fense activities, including systemic risk identification and con-
tingency planning should-to-shoulder with corporate cyber
teams and operational industry collaboratives of critical infra-
structure operators.

4) Direct and publish a review of legal barriers to deeper in-
telligence and operational coordination between federal
agencies and private companies. Some legal concerns cit-
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ed as barriers to operational collaboration do not necessarily
reflect the reality of statutory or regulatory restrictions. Feder-
al agencies raise concerns about taking coordinated action
with a limited number of private sector participants, but ex-
perience demonstrates that only a few private sector actors
are truly capable of acting and motivated to do so. Progress
requires a comprehensive, authoritative opinion on the exist-
ing legal barriers to closer coordination among federal agen-
cies and between industry and government. Where barriers
are identified, including constitutional protections when
"agent of the state” provisions are triggered, safe harbor pro-
tections for limited and targeted cybercrime reporting (such
as those that exist for reporting related to child protection)
should be explored.

5) Create a framework for measuring the outcomes of dis-
ruption and event response activities. While successful ex-
amples of operational collaboration have become more com-
mon, the absence of a clear methodology for assessing the
true impact of disruption operations or investments in event
response prevents government, the private sector, and inde-
pendent researchers from recommending evidence-based
improvements to strategy and policy. Building on ongoing re-
search by Columbia University, the Department of Homeland
Security should partner with appropriate Federally Funded
Research and Development Centers and universities to fund
the creation and maintenance of a database of disruption ac-
tivities and research to uncover the most effective practices.
This research should also include reviewing past event re-
sponse actions to map participants and draw out lessons
learned. The NCD should ensure the resulting framework for
operational disruption and metrics is included in national
plans and policies that inform future efforts to take disruptive
action against attackers to deter incidents and to collaborate
on event response.
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Dig Deeper on Operational Collaboration

Learn More

. Aspen Cybersecurity Group - An Operational Collaboration

Framework for Cybersecurity

World Economic Forum - Partnership against Cybercrime

Atlantic Council - Innovation on Cyber Collaboration: Lever-
age at Scale

Carnegie Endowment - International Strategy to Better Pro-
tect the Financial System Against Cyber Threats (Page 93)

Council to Secure the Digital Economy - International Botnet
and loT Security Guide 2020

Chris Inglis - Statement Before the Senate Armed Services
Committee

Legislation, Regulations, Executive Orders, and Guidance

Legislation — Cyber Security Exchange Act

Legislative Proposal — Codify Processes for Identifying Private
Sector Cyber Intelligence Needs and Priorities (Page 204)

Legislative Proposal — Create a Joint Cyber Planning Office
(Page 228)

Legislative Proposal — Institutionalize DoD Participation in
Public-Private Cybersecurity Initiatives (Page 232)
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https://assets.aspeninstitute.org/content/uploads/2018/11/Aspen-Cybersecurity-Group-Operational-Collaboration-Framework.pdf
https://assets.aspeninstitute.org/content/uploads/2018/11/Aspen-Cybersecurity-Group-Operational-Collaboration-Framework.pdf
http://www3.weforum.org/docs/WEF_Partnership_against_Cybercrime_report_2020.pdf
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/innovation-on-cyber-collaboration-leverage-at-scale/
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/innovation-on-cyber-collaboration-leverage-at-scale/
https://carnegieendowment.org/2020/11/18/international-strategy-to-better-protect-financial-system-against-cyber-threats-pub-83105
https://carnegieendowment.org/2020/11/18/international-strategy-to-better-protect-financial-system-against-cyber-threats-pub-83105
https://www.ustelecom.org/research/csde-international-botnet-and-iot-security-guide-2020/
https://www.ustelecom.org/research/csde-international-botnet-and-iot-security-guide-2020/
https://www.armed-services.senate.gov/imo/media/doc/Inglis_04-27-17.pdf
https://www.armed-services.senate.gov/imo/media/doc/Inglis_04-27-17.pdf
https://www.congress.gov/bill/116th-congress/senate-bill/429
https://drive.google.com/file/d/1S5N7KvjFfxow19kCnPl0nx7Mah8pK0uG/view
https://drive.google.com/file/d/1S5N7KvjFfxow19kCnPl0nx7Mah8pK0uG/view
https://drive.google.com/file/d/1S5N7KvjFfxow19kCnPl0nx7Mah8pK0uG/view
https://drive.google.com/file/d/1S5N7KvjFfxow19kCnPl0nx7Mah8pK0uG/view
https://drive.google.com/file/d/1S5N7KvjFfxow19kCnPl0nx7Mah8pK0uG/view

Additional Priorities

Information Operations

By weaponizing social networks and digital media, a wide range of
malicious governments, organizations, and individuals are actively
undermining American society’s shared understanding of evidence
-based reality. Left unchecked, malign influence campaigns present
a threat to modern democracy and national security. Foreign adver-
saries are |everaging these tactics as a purposeful, long-term strate-
gy to paralyze and poison public life. Domestic groups and individ-
uals use similar tactics to sow social division and advance unsub-
stantiated conspiracies. Even worse, innovation in fields such as ar-
tificial intelligence are allowing foreign and domestic actors to
scale their efforts to infect public discourse with false narratives.

Given the stakes, many observers are clamoring for a more aggres-
sive defense. For the federal government, confronting this chal-
lenge means resolving at least three problems. First, we must re-
view, improve, and institutionalize tested processes and capabili-
ties for disrupting foreign influence operations. Structures such as
the FBI's Foreign Influence Task Force and CISA’s Countering For-
eign Influence Task Force provide a solid foundation for establish-
ing long-term partnerships between relevant federal agencies and
the private companies that supply the information ecosystem.

Second, the federal government must take the basic step of defin-
ing which information operations merit attention in the first place.
When should we start to care about a specific information opera-
tion? How should we think about adversary campaigns, where
seemingly unimportant, separate operations actually combine to
achieve a serious impact? What threshold level of harm must be
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https://www.lawfareblog.com/foreign-interference-strategy-not-tactic
https://www.technologyreview.com/2020/01/08/130983/were-fighting-fake-news-ai-bots-by-using-more-ai-thats-a-mistake/

» Additional Priorities — Information Operations

crossed to trigger action by federal authorities? How should we
even measure the harm? A chief priority for the White House and
Congress should be to select criteria for identifying the specific
types of information operations that deserve federal scrutiny and
potential intervention. This will be essential not only for targeting
limited resources but also to start addressing the third, most diffi-
cult challenge.

While the First Amendment generally prohibits government re-
strictions on freedom of speech, our leaders today cannot ignore
the pernicious epidemic of misinformation, disinformation, and vio-
lent extremist content produced and disseminated by domestic ac-
tors. Unlike the case of foreign-directed information operations,
there is no obvious toolset for addressing domestic campaigns,
which create effects that may be identical to those led by foreign
governments. Any action is likely to be met with serious political re-
percussions. Enhancing public resilience to these false narratives is
an incredibly hard problem, and it is not surprising that the most
important stakeholders—social media companies, federal agencies,
state or local governments, and education leaders—have yet to
raise their hand and offer to lead the charge. This must change. Fo-
cusing on foreign influence as the sole source of information oper-
ations lets our nation off the hook, abdicating the soul-searching it
needs to reexamine the responsibility of social media companies
and government leaders in cultivating a healthy public discourse.

Dig Deeper

« First Draft News - Understanding and Addressing the Disin-
formation Ecosystem

« DHS - Combatting Targeted Disinformation Campaigns

« RAND Corporation - Truth Decay: An Initial Exploration of the
Diminishing Role of Facts and Analysis in American Public Life
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https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-20180207-v3.pdf?x17007
https://firstdraftnews.org/wp-content/uploads/2018/03/The-Disinformation-Ecosystem-20180207-v3.pdf?x17007
https://www.dhs.gov/sites/default/files/publications/ia/ia_combatting-targeted-disinformation-campaigns.pdf
https://www.rand.org/research/projects/truth-decay.html
https://www.rand.org/research/projects/truth-decay.html

» Additional Priorities — Algorithmic Bias

Algorithmic Bias and Cybersecurity

Algorithms, advanced behavioral analytics, and facial recognition
technologies are increasingly becoming a part of everyday life.
Banks, judges, and law enforcement agencies rely on computer
code to make life-altering decisions on lending, sentencing, and
criminal investigations. These systems are already causing dispar-
ate impacts that perpetuate discrimination against racial and ethnic
minorities due to unintentional-but very real-biases in the underly-
ing datasets. A recent study by NIST, for example, found that the
majority of facial recognition algorithms it tested exhibited demo-
graphic differentials. Others have found strong evidence of racial
discrimination in housing loan and criminal justice recidivism tools.

Even when used in good faith, these tools support critical and
opaque decisions on behalf of vulnerable populations, including
racial and ethnic minorities who have no opportunity to inform how
these systems are created, and who are more likely to be harmed
by their use. Yet cybersecurity risks allow attackers to manipulate
algorithms and introduce deliberate bias, notwithstanding the
good intentions of authorized users. Malicious actors may try and
obtain the underlying data powering the algorithm, manipulate
that data to affect the algorithm’s calculus, or alter the algorithmic
code itself. Without greater transparency into how algorithmic tools
are developed and deployed, it will be difficult to show that deci-
sion outcomes are legitimate.

At a minimum, government and independent bodies should estab-
lish auditing standards for the private and public sectors to use as
benchmarks before decision-making algorithms are deployed--
particularly when they apply to racial and ethnic minorities and oth-
er vulnerable groups. Organizations that use them, from courts to
schools, should also develop clear guides for assessing algorithms
during procurement processes, borrowing lessons from the World
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https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-recognition-software
https://www.aspentechpolicyhub.org/wp-content/uploads/2020/07/FAHL-Policy-Brief.pdf
https://www.aspentechpolicyhub.org/wp-content/uploads/2019/11/WP_PreTrial_v021.pdf
https://www.weforum.org/agenda/2018/10/hackers-ai-and-the-risk-from-deliberate-bias/

» Additional Priorities — Algorithmic Bias

Economic Forum’s Al Procurement Guide or the EdTech Equity Pro-
ject’s School Procurement Guide. In doing so, the public sector can
establish a role in cultivating industry-wide standards.

Dig Deeper
Learn More

« NIST — Study Evaluates Effects of Race, Age, Sex on Face
Recognition Software

« World Economic Forum — Guidelines for Al Procurement

. EdTech Equity — School Procurement Guide

. My Fair Data — How the Government Can Limit Bias in Artificial
Intelligence

« Aspen Tech Policy Hub — Fair Algorithmic Housing Loans

« Aspen Tech Policy Hub — Pretrial Risk Assessment

« Aspen Tech Policy Hub — Florida Schools

Legislation, Regulation, Executive Orders, and Guidance

. Legislation — Algorithmic Accountability Act of 2019
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http://www3.weforum.org/docs/WEF_Guidelines_for_AI_Procurement.pdf
https://coda.io/d/School-Procurement-Guide_dYBoc7ujwQA/School-Procurement-Guide_su9mx#_luaKD
https://coda.io/d/School-Procurement-Guide_dYBoc7ujwQA/School-Procurement-Guide_su9mx#_luaKD
https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-recognition-software
https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-recognition-software
http://www3.weforum.org/docs/WEF_Guidelines_for_AI_Procurement.pdf
https://coda.io/d/School-Procurement-Guide_dYBoc7ujwQA/School-Procurement-Guide_su9mx#_luaKD
https://www.theatlantic.com/sponsored/booz-allen-hamilton-2018/how-government-can-limit-bias-in-ai/1972/
https://www.theatlantic.com/sponsored/booz-allen-hamilton-2018/how-government-can-limit-bias-in-ai/1972/
https://www.aspentechpolicyhub.org/project/fair-algorithmic-housing-loans/
https://www.aspentechpolicyhub.org/project/pre-trial-risk-assessment/
https://www.aspentechpolicyhub.org/project/data-driven-school-safety-systems-in-florida/
https://www.congress.gov/bill/116th-congress/house-bill/2231

» Additional Priorities — State and Local Cybersecurity

State and Local Cybersecurity

SLTT governments are on the frontlines of cybersecurity. Since
2016, federal support for state and local leadership in cybersecuri-
ty has focused on election security. It is possible that in the wake of
the 2020 election season, notable for the absence of known cases
of malicious compromise in election infrastructure, members of
Congress or state leaders might dismiss continued investment and
planning in election security. This would be a mistake. Recent disin-
formation campaigns to delegitimize the electoral process only in-
crease the risk that even isolated, limited security incidents could
undermine public confidence in future results. The need to fund
and, critically, professionalize all aspects of cybersecurity in the
elections sector is greater than ever.

However, election security is only one slice of state and local cyber-
security. State and local homeland security officials, law enforce-
ment, and National Guard units commonly provide the on-the-
ground response for ransomware incidents. State and local regula-
tory commissions set rules and guidelines for energy distribution,
water facilities, and insurance standards. And universities, commu-
nity colleges, and K-12 institutions are the primary source of the na-
tion’s cybersecurity talent pool.

Many state and local officials are eager for closer partnerships with
federal cybersecurity departments and agencies. They need assis-
tance with developing statewide cybersecurity strategies, exercis-
ing response plans, scaling cybersecurity education, and partner-
ing with industry. A principal obstacle to progress is a lack of dedi-
cated personnel in federal and state offices to drive these priorities.
Legislation to create a cybersecurity liaison for each state within
DHS, if enacted and supported with sufficient funding, would sup-
ply a partial solution. Federal policymakers should also strongly en-
courage the governor of every state and territory to create and
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https://www.brennancenter.org/sites/default/files/publications/2019_07_DefendingElections_Final.pdf
https://statescoop.com/ndaa-amendment-state-cybersecurity-coorindator/

» Additional Priorities — State and Local Cybersecurity

fund a dedicated, statewide cybersecurity coordinator, not merely
designate a preexisting department head. Federal liaisons and
state coordinators could form state-specific duos equipped to
communicate state and local needs to federal policymakers, inte-
grate federal capabilities into statewide cybersecurity plans, and
standardize effective strategies nationwide.

Dig Deeper
Learn More

« NASCIO - Stronger Together: State and Local Cybersecurity

. Pitt Cyber, R Street, Brennan Center, German Marshall Fund -
Defending Elections: Federal Funding Needs for State Elec-
tion Security

Legislation, Regulations, Executive Orders, and Guidance

. Legislation - Cybersecurity State Coordinator Act of 2020

 Legislation - State and Local Government Cybersecurity Act
of 2019

A National Cybersecurity Agenda for Resilient Digital Infrastructure 63



https://www.nascio.org/wp-content/uploads/2020/01/NASCIO_NGA_StateLocalCollaboration.pdf
https://www.brennancenter.org/sites/default/files/publications/2019_07_DefendingElections_Final.pdf
https://www.brennancenter.org/sites/default/files/publications/2019_07_DefendingElections_Final.pdf
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https://www.congress.gov/bill/116th-congress/senate-bill/1846
https://www.congress.gov/bill/116th-congress/senate-bill/1846

» Additional Priorities — Federal Support for Basic Research

Federal Support for Basic Research

Foundational research is the bedrock of innovation. The National
Science Foundation defines it as “activity aimed at acquiring new
knowledge or understanding without specific immediate commer-
cial application or use.” It fosters discovery that informs and
strengthens the application of new technologies down the road.
The success of foundational research is neither immediately tangi-
ble nor guaranteed; it is by design an exploration of the unknown.

The case for government R&D funding—particularly foundational
research—is simple: no one else will do it at scale. Foundational re-
search frequently does not reward the original spender. Investing
in technological innovation is risky, and long-term research often
fails to yield profits. Our economic competitiveness relies on feder-
al investment in foundational research that allows industry to direct
its own research dollars into applied technologies where payoff is
more likely.

Unfortunately, federal R&D funding—which encompasses founda-
tional research—as a percentage of GDP has fallen steadily since
the 1960s. Although industry R&D investment continues to rise,
dwindling federal government investment is troubling. By contrast,
China doubled its foundational research funding in the last five
years and spent a record $254 billion on R&D in 2017, narrowing
the gap between it and the United States in R&D spending. If the
United States wants to lead the world in innovation, this must
change. To start, Congress should ensure that federal agencies
have the budget authority and appropriations to bring the federal
government back to at least a 50% share of basic research nation-
wide. Authorizing language should be accompanied by statutory
language that expressly embraces risk and encourages federal
agencies to adopt a risk tolerant approach to awarding federal re-
search grants.
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https://www.sciencemag.org/news/2018/10/surging-rd-spending-china-narrows-gap-united-states

» Additional Priorities — Federal Support for Basic Research
Dig Deeper
Learn More

. Aspen Cybersecurity Group - An Innovation Challenge for the
United States

« AAAS - Federal R&D Budget Trends: A Short Summary

Legislation, Regulations, Executive Orders, and Guidance

. Legislation — Resolution on Principles for a National Artificial
Intelligence Strategy

 Legislation — Securing American Leadership in Science and
Technology Act of 2020
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https://www.aspeninstitute.org/publications/an-innovation-challenge-for-the-united-states/
https://www.aspeninstitute.org/publications/an-innovation-challenge-for-the-united-states/
https://www.aaas.org/sites/default/files/2019-01/AAAS%20RD%20Primer%202019_2.pdf
https://www.congress.gov/bill/116th-congress/house-concurrent-resolution/116?q=%7B%22search%22%3A%5B%22congressId%3A116+AND+billStatus%3A%5C%22Introduced%5C%22%22%5D%7D&r=61&s=1
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https://www.congress.gov/bill/116th-congress/house-bill/5685/text
https://www.congress.gov/bill/116th-congress/house-bill/5685/text

» Additional Priorities — Basic Cyber Hygiene

Basic Cyber Hygiene

Many dimensions of cybersecurity strategy and policy would be
unnecessary if most organizations implemented a relatively limited
set of cybersecurity measures, including but not limited to those
outlined in the CIS Critical Controls. Foundational cyber hygiene
practices include deploying multifactor authentication, mandating
regular software updates, enforcing least privilege access, invento-
rying devices and software, monitoring networks, recording securi-
ty anomalies, exercising crisis response procedures, and backing
up critical data.

For a variety of reasons, many of these relatively best practices are
simply not employed by government organizations, companies, or
individuals. Decision makers might not understand the risks. If they
do, their hiring department might struggle to find skilled personnel
to implement basic controls. Even equipped with the right people
and resources, some organizations are incentivized to prioritize
convenience and service delivery over more mature risk manage-
ment that adds cost and time to projects. And without better data
on where their peers stand and which cybersecurity measures pro-
vide the best return on investment, cybersecurity professionals may
struggle to persuade leadership to prioritize their advice.

Many recommendations in this report speak to these challenges
and offer pathways to drive more widespread adoption of cyber
hygiene, particularly among larger, high-capability organizations.
But cybersecurity policymakers must focus attention on driving
foundational practices for all organizations and individuals, from
small businesses to state agencies. Different stakeholders require
appropriately tailored guidance and incentives. Across these com-
munities, greater awareness of how to leverage existing and
emerging technologies to help manage risk and outsource security
maintenance is also essential to scaling an effective defense.
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» Additional Priorities — Basic Cyber Hygiene

Dig Deeper on Basic Cyber Hygiene
Learn More

. Center for Internet Security - Top 20 Controls

. Carnegie Mellon University Software Engineering Institute -
Cyber Hygiene: 11 Essential Practices and Mapping Cyber Hy-
giene to the NIST Cybersecurity Framework

« NIST National Cybersecurity Center of Excellence - Critical
Cybersecurity Hygiene: Patching the Enterprise

. U.S. Government Accountability Office - DHS Directives Have
Strengthened Federal Cybersecurity, but Improvements Are
Needed

Legislation, Regulations, Executive Orders, and Guidance

. Legislation — Promoting Good Cyber Hygiene Act of 2017
(Senate) and Promoting Good Cyber Hygiene Act of 2017
(House)

. Regulation — Binding Operational Directive 19 - 02: Vulnera-
bility Remediation Requirements for Internet-Accessible Sys-
tems

. Guidance — DHS Cyber Hygiene Services for government and
critical infrastructure organizations

A National Cybersecurity Agenda for Resilient Digital Infrastructure 67



https://www.cisecurity.org/cybersecurity-best-practices/
https://insights.sei.cmu.edu/insider-threat/2017/11/cyber-hygiene-11-essential-practices.html
https://insights.sei.cmu.edu/insider-threat/2019/10/mapping-cyber-hygiene-to-the-nist-cybersecurity-framework.html
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https://www.nccoe.nist.gov/projects/building-blocks/patching-enterprise
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https://www.gao.gov/assets/710/704253.pdf
https://www.gao.gov/assets/710/704253.pdf
https://www.gao.gov/assets/710/704253.pdf
https://www.congress.gov/bill/115th-congress/senate-bill/1475
https://www.congress.gov/bill/115th-congress/house-bill/3010
https://cyber.dhs.gov/bod/19-02/
https://cyber.dhs.gov/bod/19-02/
https://cyber.dhs.gov/bod/19-02/
https://www.cisa.gov/cyber-hygiene-services
https://www.cisa.gov/cyber-hygiene-services
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